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Client Virtualization: 5 Steps to Success

Allied Digital Services is pleased to present a four part series that will examine the role of client
virtualization, its present and future within the IT infrastructure. This series explores the concepts and
technologies of a virtualized client infrastructure, the benefits of an optimized infrastructure, and the
strategic implications that are possible. As we progress through the series, we will provide an
understanding of how virtualization works and examine best practices for leveraging the concepts and
technologies in your environment.

In this paper, our second part of the series, we introduce some of the common challenges that we
have experienced and observed in the marketplace, as we present “Client Virtualization: 5 steps to
success”

This briefing introduces 5 fundamental building blocks that we have found to be most effective when
creating and rationalizing a client virtualization adoption plan. For most organizations, these steps will
guide the stakeholders and IT staff through some of the most critical aspects of analysis and decision-
making that our field experts use to ensure a correct selection and prioritization of technologies and
business solutions.

Introduction to Client Virtualization

Desktop virtualization, or client virtualization, includes many technologies, products, and solution
options. With so many possible directions, simply deciding where to start can be an overwhelming
prospect. As a core concept, any ‘virtualization’ technology deals with separating layers and reducing
dependencies. As a typical service or process stack can be divided into layers, virtualization occurs
by encapsulating any subset of those layers, which can then be replaced by a new process outside of
the stack. The most common examples are:

e In a typical data center virtualization scenario we encapsulate the entire OS, abstracting the
physical hardware from the Operating System software platform of the server. By doing so,
we are able to run an OS on an ‘emulated machine’ that mimics the real hardware.

e On desktops or traditional Citrix servers, we encapsulate the screen output and
keyboard/mouse inputs, and then redirect those to another location over a
compressed/encrypted connection to be presented to a remote user.

Client virtualization can occur at many different layers of the desktop computing stack. As more and
more options have become available / viable, our toolset for delivering and managing desktop end
user environments has also expanded, and many of the traditional constraints have been removed.
Where flexibility for users had typically been prohibited by cost, security, or other constraint, many IT
organizations are discovering that by choosing the correct approach these technologies can deliver

greater flexibility and security and a reduced cost.
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5 Steps to Success: Building your Roadmap

In the first briefing of this series, we examined some of the most common reasons why IT leaders
were considering client virtualization technologies and solutions. Moving beyond the reasons ‘why’,
this briefing turns the focus into ‘how’, providing some of our proven constructs for building a roadmap
and getting started.

Most businesses have evolved greatly over the last decade, yet the tools deployed in the typical end-
user operating environment have remained relatively static. As IT struggles to meet tall demands for
client computing, the business pursues agility for its survival. Many solution providers are racing to
identify and fill the void. The client virtualization market is filled with hype, and it is difficult to have
confidence in the future of any specific product or technology.

To help cut through some of the hype, we offer observations and recommendations in this paper that
are based upon experiences and real solutions involving client virtualization technologies. Our
experience reveals that there are indeed opportunities to can be gained from a well-planned solution
with focused objectives supporting both business and IT, and much of the risk can be avoided.

5 Steps to Success

Examine
applications &
services to
identify
virtualization
opportunities

Identify
prerequisites,
prioritize and
select

Seek business
alignment &
set clear
objectives

Proof-of-
Concepts and
product trials

Profile user
roles and build
use cases

Desktop Virtualization can potentially touch every corner of the organization. A positive outcome can
be significant if done properly, but these projects often face great risk of mediocre or negative results.
Success is determined in the planning, selection, & preparation for a solution, and these 5 steps are
based upon real and common scenarios witnessed in the field.

These 5 steps will help to avoid:

An overly complex solution

Barriers to properly implementing or managing the added functionality
Missed opportunities for productivity enhancements

Point solutions that don’t add up to a cohesive result

Products or technologies that don’t fit, don’t scale, or are too costly

As a practical rule, most organizations have found success in starting small pm

and building a targeted business case to resolve a specific objective — and Most have found success by

then growing out the infrastructure in logical and realistic phases. As a
cautionary note, the beginning of a foundation requires the same care and
commitment as the remainder of the foundation. Though small, these
projects should receive an appropriate level of discipline and organizational
commitment.
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STEP 1: Business-IT Alignment on Focused Objectives

Nearly six years ago, CIO magazine published an article about
bridging the great divide, "Why is Business-IT Alignment so
difficult?”. The article cited research which found that 44 percent of
CFO’s polled described the relationship between the business and IT
was “weak” at best. Today, in 2010 this question still remains a
critical chasm. In preparation for this paper, we conducted our own
poll, of forty ClIO’s around the US regarding this very topic and found
from the IT point of view, the Alignment of IT and Business has
improved greatly, more work must be conducted to bridge this gap.
We only point this out to make light of the fact that business and IT
are often not aligned with their visions, but when considering the
introduction of desktop virtualization into the business environment,
alignment is the first critical step.

Departing from a generic approach to business-IT alignment, there
are unigue and critical factors to consider when pursuing a client
virtualization solution. These solutions hold the potential to bring
significant productivity enhancements to the business operation, but
they are also fit to test the boundaries of the organization’s tolerance
to change, and the IT function’s ability to drive change.

Below are some suggested examples and, based on field
experience, potential pitfalls to consider when building a roadmap for
desktop virtualization and will ultimately assist in determining the
success of your endeavor:

e Revolution or Evolution: A new model for client
computing can reach and affect nearly every aspect
of the business operation. In order to get the most

In 2008, Allied Digital Services was engaged
by a large healthcare provider in the United
States to assist with a desktop virtualization
implementation where the client was
struggling to initiate the program.

The business and IT were in full agreement

that such an implementation was necessary,
and all stakeholders understood and had
agreed to the high-level benefits this
transformation would bring to the overall
operation. The business, however, was not
prepared to endure the level and amount of
change that the transformation would
require upon the “business systems”. This
left the two sides at a stalemate; bring the
engagement to a halt just prior to the
implementation.

By revisiting the alignment and steps of the
engagement, the business stakeholders
began to understand the long term benefits
in terms of business productivity, while the
IT stakeholders were better guided to an
appropriate rate of change and balanced
cost. As a result, the two opposing sides
were able to invoke balance resulting in a
closer alignment and bridging the gap

out of any new technology investment, an effective envisioning process will examine
both cost and benefit from a very broad perspective. Some of the questions to ask

include:

o Is this initiative driven by cost reduction or productivity enhancements?

o What are some common limitations faced within the traditional computing

environment?

o Where are the opportunities to change the way our users access information

resources and/or perform their work?

o What are the opportunities to improve the way client devices are managed

and secured?

Organizations who consider technology and people as primary tools are looking to
these initiatives to improve agility and bring competitive advantage to their
organization. At this early stage, it is important to bring in the creative thinkers from
every level of the organization to look for new ways to leverage a more dynamic end-

user model in your business.
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e Governance: Increases in flexibility and mobility in the traditional computing
environment have typically been associated with some compromise in security or
control. Through the isolation of processes, virtualization provides opportunity to
overcome many of these trade-offs.

It is important to identify significant
expectations, requirements, and constraints
in the first stages of designing any client
virtualization solution, and to revisit these
criteria in each step.

System

Governance

o Flexibility for the end user: The introduction of greater flexibility in client computing
can greatly impact the productivity of end users as legacy obstacles are removed. It
is important to consider the overall impact of flexibility and to identify the significant
drivers for the overall demographic of your user base.

While users become more adept in utilizing computing resources in their private lives,
they tend to demand more from their business resources as well. This concept,
referred to as ‘consumerization’, reflects upon the changing expectations that users
place on workplace IT resources.

Note that with flexibility, risks can be introduced. When building this roadmap for the
business, be careful to identify and address any security concerns and to protect
company intellectual property.

e The Economics of Change: Every organization has a distinct threshold for
absorbing change. This threshold ultimately determines the pace at which many
initiatives can be implemented and accepted. When considering client virtualization,
both IT and business must share an understanding of the supply and demand of
change and plan appropriately.

Most businesses today are becoming adept at changing with fluctuating markets,
unpredictable customers, and rapidly evolving employees. Innovation is no longer a
luxury, as a theme of agility sharply gains its place in the overall business strategy.
As our tolerance for change must be considered, organizations must not forget to
consider the cost and opportunity associated with the capacity to change.

For the IT function to be a successful enabler, an optimal balance must be found
between the organization’s tolerance for change and its need for change. A common
understanding will help bridge the gap between the business operation and IT
function. The supply and demand of change needs to be carefully weighed as the
roadmap is formed.
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As these and other relevant topics are considered within your organization, the goal should not be to
simply ‘automate’, but to “optimize” the client environment. Optimization considers the needs of the
IT function, the business stakeholders, and the end user community; resulting in a balance between
user productivity enhancements, the need to reduce cost,

and the ever-increasing requirements for manageability ‘
and security.

Cost Reductions

Productivity ‘
In our customer case where IT and business stakeholders Enahncements
were at opposite ends of the spectrum regarding change,
cost and schedule, the consultant revisited these steps, walking the stakeholders through each
relevant topic to identify and prioritize both cost and benefit.

STEP 2: Understanding the End-User

A study of client virtualization initiatives conducted by Tom Nolle in 2008 revealed that “almost twice
as many enterprises were planning IT changes around productivity enhancements than cost
reductions”. He continues, “More significantly, more than half of the respondents cited that virtual
desktop technologies, like service-oriented architecture (SOA) and mashups, were the most effective
paths to productivity gains.”

Whether seeking cost reductions or productivity gains, an effective roadmap will be founded upon an
understanding of the end users. In this step, action is taken to identify and analyze the roles that
users perform within the business operation, proliferation of automation, and other characteristics of
the business. Since changes to the desktop are likely to affect our users, it is necessary to identify
common functional requirements in order to ensuring that the resulting solution will not compromise
the users’ ability to succeed in their tasks.

This process should closely mimic the way one would examine security requirements or any other
centralized user management function, utilizing a top-down method to profile users for policy-based
management. First, classify all users according to their role in the computing universe. Typical role
classifications include:

e Data Entry Worker — Create and Consume Data
e Task Worker — Create, Transform, Manipulate, and Consume Data

e Information Worker — Owner of data relationships and information. Analyzes and
transforms content, develops knowledge, collaborates, and oversees data handling
processes

e Knowledge Worker — Owns and analyzes knowledge and ideas. Typically leads and
directs business processes and collaborates with other knowledge workers.

With the classifications identified for your end user population, further profile users by examining the
layout of your organization from both organizational and geographic layout. Also consider the nature
of the interface that your end users typically utilize to access their data, information, and knowledge
resources. Typical user types may include:
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e Office worker — performs tasks from a fixed internal location, utilizes multiple
applications and data sources

e Mobile worker — performs tasks from various internal and external locations, utilizes
multiple applications and data sources

e Home-based worker — performs tasks from a fixed external location, utilizes multiple
applications and data sources

e Factory/Plant worker — performs tasks from a fixed internal location, utilizes fixed
set of applications

Together, the user role and user
type will provide a matrix of user i Mobile
profiles.  With the user profiles Worker Worker
defined, verify the profile distinction

by taking a sampling of the users “ ‘

and analyzing how they fit into the

matrix. This process is can be mation

subjective, but the matrix will serve orker

to identify gaps and further

consolidate profiles. ‘ "
Home

As the users are classified, profiled Worker

and grouped, the objective is to
formulate and build end user profile
classes that enable better control
and governance of the end user environment. The advantage of this approach is that consistency is
protected and global influence and higher level policies are inherited.

Each environment presents a unique blend of user roles and user types, requiring customization in
the definition the characteristics that will ultimately provide the correct mix of virtualization solutions
and policy-based resource assignments. The next step provides a look at approaching the
applications and services that each user profile requires.
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STEP 3: Rationalize Virtualization Options for Applications and Services

With user profiles defined, the next step is to examine the services, applications, and other resources
that are required for each profiled user. Beginning with an inventory of all applications and services,
map each to all user profile(s) that are dependent. For each association, this process continues by
investigating which (if any) client virtualization technologies can be considered.

In polling our CIO’s, several responded that application sprawl was a significant problem, and one
described his application mix as “obscene”. Before most applications and services can be
consolidated and controlled, they need to be understood. If the IT function does not already have
this information as a part of their CMDB, organizations of size will need to carefully prioritize and plan
for a discovery.

The discovery process may involve .
investigation and interviews where the The DESktOp com putlng StaCk
resource assignments and functional
requirements can be identified for
each user profile within each function
of the business operation. The User State
knowledge gained will improve *Roaming / COE
relationships and the level of service *Mabiliy
that IT functions can offer and deliver
to business users.

Applications
By design, virtualization allows us to { *Distribution / Upgrade
divide a computing platform into :Eg:;’;g‘;ﬂ’?cmﬁmmbuted
layers and then to decouple those
layers, so the analysis at this step will
focus on these layers of the desktop
computing stack, show on the right. /) e *Cliené Device fiost 05

sVirtual Sessions / Desktops
sCentralized / Cached / Disiributed

Operating System

For each application identified,
examine the architecture of its

components according to the desktop Hardware
stack. Identify opportunities for driving S Sl b
. L . sHandhelds & Maobile Devices
separation with at each layer in order e
to evaluate the viability of
virtualization technologies. For

L . Data Sources
example, an application that requires

a constant connection to a database
would not be a candidate for
virtualization at that layer. Another
application might require a specific hardware component or a specific operating system. For the most
part, published applications will share many common characteristics.

sCentralized / Cached / Distributed
»Collaboration
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In 2008 and 2009 Allied digital Services
assisted a medium-sized healthcare provider
in the United States with an application
virtualization project. With nearly 6000 users
and 200 locations the organization faced

three to six month deployment lead times
for application upgrades, in addition to

soaring support costs and an overburdened
support process.

Today, with over 1600 applications
virtualized using Microsoft APP-V, average
deployment lead times are 2 to 6 weeks
(includes testing), and support costs have
been dramatically slashed. Their users are
pleased with the results and the support
team has the time to be proactive.

The proof-of-concept process for this project
took six months, involved several client
virtualization technologies and many
vendors. We tested different methods of
desktop and application delivery, leading to
the simple APP-V and Citrix solution which
resolved nearly all of their business
objectives.

A thorough analysis of each application or service also requires
reviewing inherent dependencies that cannot be removed within the
context of each of the identified user profiles. Additionally, it is
important to look for common areas where the layers can be
decoupled. Throughout this analysis, periodically revisit and consider
the objectives developed in Step 1 to verify architectural opportunities
and constraints within the context of the business user. This portion of
the analysis requires the highest level of experience, but the following
offers a few examples:

e Inherent Dependencies / Decoupling Layers
e Architectural Opportunities / Constraints
e Connectivity Requirements

e Security, Control, or Resource Management
Requirements

With specific layers defined, identify client virtualization technologies
(or solutions involving multiple technologies) that provide client
virtualization opportunities that fit many or all of the requirements.

When this step is completed, it will provide a good understanding of
the possible solution mix for client virtualization technologies and
products. Understanding the organizational and other natural
constraints is an important step toward completing a roadmap that will
stand the test of time, and will also ensure consideration of all relevant
opportunities to evolve your desktop environment for the benefit of
your business.

STEP 4: Proof-of-Concepts and Product Trials

The first three steps involved the discovery and analysis of clear objectives, a careful dissection of
user profiles, applications and services, and associated virtualization layers. With the business and
technology requirements now reasonably understood, this is a good time to bring in vendors who can
offer solutions that map to the identified requirements. Though there are advantages to a single-
vendor solution, many organizations find a mix of these technologies and products to be the best fit.

Reputation is important — at Allied Digital Services, we have found success in long relationships and
primarily within mainstream manufacturers of client virtualization solutions, including:

Citrix Dell Novell
Hewlett-Packard Microsoft IBM
LANDesk Symantec VMware

With the client virtualization market in the early growth stage, each product (or product line) offers a
unique architecture and distinguishing features. Due to the architectural differences, characteristics of
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a single product or technology will vary greatly in both performance and usability from one distinct
organization to the next.

It is imperative that each solution be carefully tested within the subject environment before an
investment is made. It is also important to consider the maturity and development path, as newer
products may advertise more features but might require a sacrifice in stability, performance or other
criteria.

During the proof of concept, proving the functional operation of the solution should take precedence.
An acceptable virtualization solution will match or exceed the required functionality to the end user as
the non-virtualized solution, preferably with some enhancements. The solutions that are not
compatible, or do not work are immediately discarded, and the remaining acceptable solutions will be
evaluated for other key criteria. An example of these key criteria for evaluating each solution
includes:

e Performance — How well the technology supports each end-user operator and
efficiency of the computing resources required to deliver the solution.

e Usability — The extent to which the technology provides an interface that the end
user operator can understand and use.

e Cost — Licensing, infrastructure, support, and training costs. Keep in mind that
virtualization introduces new implications to application and OS licensing that will
need to be evaluated.

e Footprint — The cost or amount of resources required to deliver and operate the
technology solution.

e Manageability — The amount of control over the configuration and operation of the
solution, and the resources required to manage them.

e Maturity / Stability — Reliability, history, operational results.

e Support & Development — Support accessibility and responsiveness, development
path, manufacturer financial stability, etc.

e Fit & Finish — Everything else such as the ability to customize, integration, managing
updates, user community participation, etc.

A well-executed proof-of-concept can help to separate the value from the hype, and can demonstrate
where these technologies can translate into real
business value. It is important to look beyond the POC

to ensure tha_t the product can scale within your Look beyond the POC to ensure
production environment.

that the product can scale within
Leveraging the involvement of a solution reseller or your production environment.
system integrator in the proof-of-concept can provide a

link to associated relationships and references for the

various products. Taking the time to contact and investigate the experiences of objective third party
references and resources will provide good information to help establish proper expectations and will
ultimately improve the outcome.
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STEP 5: Identify Prerequisites, Prioritize, and Select

The last step in building this roadmap is to compare and choose. Equipped with the knowledge and
input from the business, a thorough understanding of the users and their resource requirements, and
some experience with selected products, the options should be clear and the outcome will be much
more likely to succeed. This will accompany a realistic perception of the underlying infrastructure
changes that will be required to adopt, implement, and support the resulting solution.

Successful roadmaps usually start with the infrastructural

perquisites, and then move to the highest priority, highest
return investment. But the quickest positive incremental
changes, or ‘low hanging fruit” such as application “Virtualization without good
virtualization can also be a good start and can be an management is more

effective starting point for building momentum. dangerous than not using

In making your selection, consider the ongoing operating virtualization in the first

costs in addition to the purchase costs. A good solution place.” - Thomas Bittman,
will provide or integrate with a management solution and
should leverage your existing directory services. In the
early growth stages, mainstream manufacturers will

Analyst, Gartner

generally provide a higher level of development activity
and have a stronger user community than one-off manufacturers.

This final step will be to create a plan that works for the organization. As mentioned earlier, most
have found success by starting small — building a targeted business case to resolve a specific
objective — and then growing out the infrastructure in logical and realistic phases.

Summary

With a carefully executed roadmap process, leaders within the IT function will have a gain a better
understanding of the impact on TCO that can result from a proper introduction of a client virtualization
solution. At any point in this planning process, one test of success lies in the ability to accurately
define value from each perspective of IT, the business stakeholder, and the end user. By involving all
and educating the business stakeholders, all will have gained knowledge and insight that will help to
transform IT into a business enabler.

For many organizations, client virtualization can provide immediate benefits while also positioning the
organization to garner significant benefits in the future. For those who are able to avoid the risks that
accompany a powerful toolset and mass change, these technologies can help to optimize the client
environment. And for those with such vision, the payoff of a more flexible and productive business
may provide a significant boost in value.
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WHY ALLIED DIGITAL SERVICES? J

EXPERTI SE T HALAIED BGITAL

“Desktop virtualization is a
very different beast and
should not be treated as
simple enhancements to the
server strategy.... The drivers
are entirely different and the
environment will present new
challenges to those
experienced with server
virtualization.” -- Natalie
Lambert, principle analyst,
Forrester Research

Virtualization technology has rapidly proliferated
throughout data centers over the last several
years. Server and storage virtualization have
become essential technologies, which most
organizations don’t hesitate to call strategic. But
when desktop virtualization is introduced into the
environment, a new level of value is possible. Our
experience, best practices, and virtualization
solution methodology can guide, expedite, and
remove complexity of desktop virtualization
solutions. As your business partner, we can share

our experience with your organization. Don’t risk (Network World article by
time and money when you can leverage Allied Denise Dubie, June
Digital Services. Call us for a free consultation 18" 2009)

today.

Allied Digital Services, Allied Digital Services, Ltd delivers IT life-cycle support, managed services
and infrastructure management services to medium and large enterprises, educational institutions and
government agencies across North America. With over 15 years of industry experience, ADSL
employs a globally optimized business model that combines the skills approximately 400 U.S.
employees, and over 1,900 resources from our business partners and affiliates. Allied Digital service
delivery methodology features fully engaged local sales and service teams supported by international
resources and a world class infrastructure

Allied Digital Services has an extensive infrastructure solutions group that can assist your
organization developing a virtualization strategy including: environment preparedness assessments,
design consultations and implementation services. We have consultants certified and available in all
major virtualization platforms.

We also offer a full array of hosted and managed services customizable to your organizations specific
needs. Security, Application, Data Center or ITIL Global Service Desk managed services are all
available at pricing that allows you to maximize your budget while improving service levels, better
visibility and ensures validity of your corporate IT governance and controls. Contact us today for a free
consultation.

Corporate Address:

Allied Digital House
Building No.:A4, Sector1, Millennium Business Park,
M.L.D.C.,Mahape,
Navi Mumbai : 400710

support@alliedindia.com www.allieddigital.net
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